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Why DIY web archiving?

You can be part of making sure the stuff you care about on
the web doesn't disappear! Anything you access via the web,
including datasets, fanfic, encyclopedia articles, videos,
websites, online museum exhibits, online community
forums, news articles, and more.

We're hoping to give you concrete tools and steps that you
can take like right now today to start preserving things that
you are concerned might no longer be there in a month, 3
months, a year. This zine introduces you to accessible tools
and best practices to get started, and why you should act
rather than assuming others will take care of things.

Don't overthink it! It's tempting to try to coordinate this
work, create giant lists to make sure we don't have too much
duplication. We advise you don't get distracted building
that kind of infrastructure when there are things needing
archiving right now that might not always be there.

It's okay if we end up with a tapestry of partially overlapping
archived copies, because everyone everyone captured as
many things as we could that we think are at risk.

We lose a bit of digital history every day

38% of webpages from 2013 are no longer accessible. Web archiving is the process of collecting what matters.

* Posts disappear from soclal media platforms = Save and re-share social media posts
= Creats an interactive portfolio of your work

m sites and backups = Back up important websites

Webrecorder makes web archiving accessible for everyone,

ensuring digital history represents us all.




Why not let someone
else archive it?

Why do DIY web archiving at all, rather then let other
services or people handle things? Especially when there are
options like the Internet Archive's Wayback Machine that
you can just send URLs you want saved, not think further
about it, and feel reasonably confident that they'll go make a
copy and then you can go retrieve that copy later.

For federal government data, there's a group that's doing
end-of-term archiving where anyone now can submit a URL
and then they'll go crawl that as part of their end of term
web archiving crawl.
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It's important that people are doing this! But it's risky for us
to rely on any one, or 2 or even 3 services or groups to
capture and store things you care about (e.g. the Internet
Archive went temporarily offline in 2024 due to a cyber
attack ). If you care about it, you should take steps to
ensure that it continues to exist.



Anyone can do this!

Downloading a copy yourself and storing it someplace that
you control is really the best way to do it. It does take work
and care to do. This stuff doesn't just magically happen. But
at the same time, it also doesn't require being a super
technical person.

As part of SUCHO (Saving Ukranian Cultural

Heritage Online initiative), we taught Q\CULTURq(

everyone from literal kindergartners, to _%3' "é;u
retirees unfamiliar with computing, how to £ =
do web archiving. Your kids, your parents % orf?

can do this. This is a way to actively
contribute to protecting the things that
matter to you.
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Given the state of the world right now, it's worth
considering what kinds of websites can be reached with a
slow internet connection, & non-digital methods for
copying and distributing things that you care about (like the
paper version of this zine!). Things people can leave lying
around for others to find, hand out—that don't require
engaging with online social media platforms, or even having

reliable and unmonitored internet. (If designi,
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Hlustration: Webrecorder.net graphics.



Step 1: Making copies

%) WEBRECORDER => webrecorder.net

e LS

We'll show you some tools we like, so you can get to work
protecting online work you care about!

Webrecorder's lowest-barrier and easiest-to-use tool is the
Archiveweb.page browser extension, which lets you make
copies of webpages and websites.

For working with larger websites, we'll then cover
Webrecorder's Browsertrix tool. Because there are
extensive online Webrecorder tutorials, this zine will give a
skimmable overview and direct you to those docs for
deeper info.

All Webrecorder's tools (Webrecorder.net) are free and
open-source (i.e. the code, aka source, that runs these tools
is posted publicly so that anyone can read it and potentially
build on it).

* LOCKSS is the name of a Stanford digital archiving initiative, lockss.org 7



Webrecorder’s
browser plugin

Archiveweb.page works by recording your traffic as you
browse. It writes that traffic to standard web archiving file
formats, which can be replayed offline later, or hosted on a
different site as an embedded browsable archive.

Unlike a screen recording, a viewer of the archive can
actually interact with the captured pages, e.g. following

different paths around the pages, rather than only the path
you followed while you were archiving.

There are 2 options for using Webrecorder’s
Archiveweb.page tool, both with the same features:

1. Visit Archiveweb.page to install it as a browser plugin
you can easily use while browsing. You'll need to use the
Chrome browser or another Chromium-based browser
(e.g. Brave) for this (can download it for free just for
your archiving work, if you don't already use).

1.0r, you can install the desktop app version from
archiveweb.page (using any browser!)

Archiving: Once you’ve got a site you want to record...
1. Create a collection: click the browser extension icon...
a.A popup appears; click its dropdown under “save
to:”, then select “+ new archiving session”
b.Type in a name that’ll help you remember what site

you were recording, and click the check icon buttogl.



2. Initiate archiving: click the “start archiving” button.

o The webpage will reload, with a banner stating
“Webrecorder ArchiveWeb.page’ started debugging
this browser” appearing at the top of the page (this is
fine, just related to how the tool is coded).

3. Capture session: it’s time to archive! As we browse page by
page, each page that we visit is getting recorded into our
archive.
e Click around the page.
¢ Click on assets you want archived (e.g. for an embedded
YouTube video, just make sure the video is loaded; you
don’t need to watch the whole thing).
e Click on hyperlinks.

4. Check the browser extension—if it’s yellow and says that
URLSs are pending, that means it's still doing work capturing
stuff on the pages. Don’t click “stop” until these have

finished.
You can also see the size of the archive and number of
pages increase as you browse from the same menu.

5. To stop recording, click “stop” in the extension icon
menu.

Every website is weird in its own way! If
you run into problems trying to archive a
site, visit Webrecorder’s pages for:

« full tutorial: archiveweb.page/guide

« troubleshooting problems:
archiveweb.page/en/troubleshooting

» contact/help archiveweb.page/en/contact



Viewing archives online: Once created, web archives remain
in the browser and can be accessed at any time from the
extension home page (house icon in extension menu; or
from the ArchiveWeb.page site, clicking on “Browse Web
Archives stored in this browser”). The archive opens in our
browser-based web archive replay system, Replay Webpage
(ReplayWeb.Page). It’s all being loaded from your archive,
not the live internet.

You can organize your archives into multiple distinct
collections, which can be browsed and accessed separately
from other archives. You can also search individual pages by
URL or the text that’s found on a webpage.

e
Downloading archives: You can download your entire
collection, or specific pages from the collection; as a WARC
file, or the recommended WACZ format* (which makes
sharing and transferring web archives easier, and includes
both the WARC files and additional metadata).

Using the WACZ format will allow your archives to load
quickly using ReplayWeb.page. ReplayWeb.page is entirely
in your browser: when you upload files there to explore
them, you're not uploading them to a place where
Webrecorder can see them. You're just loading locally in
your browser; the whole Replay system is client-side
(happening on your computer, not being sent to and
processed on someone else’s computer/server/cloud). This
is good for retaining control and
privacy of your archive!

* A file format recommended by the Library of Congress, among others.10



Downloading all or part of your archiving:

¢ To download an entire collection, click the download
icon under “Actions”.

e To download specific pages from your collection, select
the collection, check off the web pages you want to
download, choose how you want it downloaded (choose
“selected”; and WARC vs. WACZ format—the latter is
recommended). Click the download icon.

When we open up that WACZ zip file, we can see that single

zip conveniently holds everything needed to replay the

archive: an archive directory with the files of our web

archiving traffic from when we ran the tool while browsing

the pages, and useful features like indexes and page lists.
—_______________________________________________

This tool can archive webpages that are behind paywalls, as

well as algorithmically generated content like social media

feeds that differ among users and page visits as with

Bluesky.

For the latter, visiting settings to enable the “archive local
storage” option for it to work. As such site archives include
things private to your browser (e.g. login credentials), you'll
likely want to store them in a collection that you keep
private to yourself rather than download to share with
others.

11



Webrecorder’s
Browsertrix

If you want to archive more than what you can see when
clicking around the web with the Archiveweb.page
extension running, like entire websites or a whole section of
a web domain, you’ll want to use Webrecorder’s Browsertrix
tool: a web archiving platform combining a bunch of
Webrecorder tools into one place in your browser.

Browsertrix is offered by Webrecorder as a hosted
subscription service, or if you're technically inclined you
can host it yourself on your own
infrastructure.

1.Sign up for a Browsertrix account
(docs.browsertrix.com/user-guide/signup) and log in.

2.You'll get an email asking you to name your organization
(can be “my personal archiving” or the name of a team
you're archiving with/for).

3.Set up a “crawl workflow” to tell Browsertrix what to
archive for you.

¢ The easiest option is the 1st one, “pages in the same
directory”; for a site like sucho.org where all pages are
contained inside that top-level link, you'll see the tool
show you that’s everything that will be captured.

¢ (For more thorough tutorials on these settings, and for
troubleshooting, see docs.browsertrix.com.)

e Review your settings, save, and run the crawl.

12



Once you've started the crawl, you'll see both data about
how far along the crawl is, as well as the actual browser
window where you watch the crawl in real time if you want,
page by page, and a list of upcoming pages the crawl will get
to next. If you see pages you don’t want to crawl, click the
“edit exclusions” button to exclude those pages from the
crawl.

Once the crawl shows as complete, you can click into it and
see options to download the file or explore it using the
replay tool, just like with Webrecorder’s browser extension.

A few of Browsertrix’s fancier options:

e including scraping links one “hop” out = links on the
page you scrape that go to other websites

e setlimits on crawling (e.g. stop after a certain amount of
time, file size, or number webpages is reached)

e create "browser profiles" that let the crawler use a login
or accept certain cookies (e.g. if you wanted to crawl a
site that's behind a paywall)

e give Browsertrix a list of URLs to crawl

Visit docs.browsertrix.com
to learn all the possible
features and settings.

DIY web archiving is 100% more fun
with collaborators of any species




Webrecorder
guality assurance

Browsertrix’s “quality assurance” (QA) feature helps you
check if your archive crawl worked, without needing to
review each of potentially thousands of pages individually
—instead, the tool helps surface the pages most likely to
need manual checking.

This QA process compares screenshots and extracted text
taken from the live website during crawling against pages
loaded from the archive in replay, to highlight pages most
likely to have issues stemming from either the crawling
process or replay. You can:
e view screenshots side-by-side of such pages & use a
slider to visually check for missing images, embeds, etc.
e go to the “text” tab to compare text across the pages and
see any differences highlighted with red, to be sure the
issue isn’t just that the screenshot was taken before the
page finished loading (i.e. the crawl has the entire image
correctly)
e or, the easiest approach: view the archived page in the
web player to see if it looks correct




Step 2: make those copies
usable in the future

Making copies from the web is a Ist step; the 2nd step is
naming, recording details about, and storing that data so
you (and potentially others) can locate it and remember
what it is, in the future.

Metadata, sometimes described as “a love letter to the
future”, is data about data, e.g. details about when a
webpage screenshot was captured and what it shows.
Picture happening on your data in four years and not
remembering anything about it—how can you title, record
details so you understand when and why it was captured,
and how you might want to use it?

Consider:

e Scope: How exhaustive is what your data represents?
(e.g. entire website, or just several of site’s pages)

e Context: If you found the data using a search, what
search terms did you use? If using a big engine like
Google, include context that can impact what results
you were shown (e.g. date, location, using a VPN...)

¢ Isthere any chance someone other than you will get to
access these (i.e. need to understand what they are)?

* SUCHO = Saving Ukrainian Cultural Heritage Online Initiative, sucho.org 15



Best practices for
file naming

It's important to be able to tell from their filenames what the
difference is among your files—if you leave things with
default filenames like “screenshotl.png” now, you're putting
off labor to the future, when you'll need to both open files
and be lucky enough to remember what they represent, to
understand what they are. Decide a filenaming convention
before you start archiving!*

What folder, subfolders, folder names will you create?

e Will you be archiving the same website, or portions of
the same website, repeatedly in the future? You may
want different folders for each date you archive.

e Consider ease of using that archive: are you capturing
material on topics from across many sites, or a big social
media platform? You may want a folder per topic,
platform (e.g. Mastodon), and/or site type (e.g.
“newspaper websites”).

Filenaming conventions include:
e Capture date (use YYYY-MM-DD for easy date sorting)
e Institution or website name (so you can find site again)
e Domain suffix (.edu, .org, .com etc.)

* To understand whatfwhy of metadata description practices in depth, see
Dooley & Bowers’ resource at doi.org/10.25333/C3005C 16




Best practices for
describing data

Consider what level of description future you/others may
need to understand what a captureis.

For captures of entire sites:
e Title of site of
 Date of capture (YYYY-MM-DD)

» Website creator/owner

» Hostinstitution (if you find the data in a particular
university or other group’s archive); host’s location

» Extent/Size (i.e. MB, TB)

* Rights (e.g. copyright, license)

e Name of archiver

 Site URL

For captures of individual items (e.g. a photo, PDF...):

« Title of object

 Creator of object (i.e. artist, author, etc.)

e Date of creation (YYYY-MM-DD)

 Subject heading (original or supphed)

« Original description (if any) .- '

e Source URL

e Object filename

» Relation (e.g. is Part of series
or collection, has Part)

*SUCHO = Saving Ukrainian Cultural Heritage Online Initiative, sucho.org 17



Why consider alternatives
to Big Tech tools?

We don't know yet what the legal and tech landscape will
look like in the near future, for the digital tools that we've
come to depend upon. We may reach a point where we
need to disengage from big tech. Given the political
alignments of the big tech companies, there's reason to
think they may not be all that invested in preserving user
privacy, etc., including if they receive requests from the
government.

For SUCHO*, we used Google Drive as our major storage
and collaboration tool; we used Google Slides for the
workshop this zine is based on. You may reach a point
where you need to not use Google products, to return to a
sense of security and ownership of your data.

Here are a few alternatives we’ve used and recommend...

* SUCHO = Saving Ukrainian Cultural Heritage Online Initiative, sucho.org 18



Alternatives
to Big Tech tools

Collaborate: Cryptpad (cryptpad.digitalcourage.de)
e Encrypted & open source

e Run it on your own server, or use
a version hosted out of Germany
(i.e. not U.S. servers)

o Allows basically same stuff Google
Drive does (e.g. spreadsheets, Digitalcourage
collaborative doc editing) ad

Store: Mega.io (mega.io/storage) - =

Longstanding, well-known

Storage Op thI’l W/ encrypted Securely stor;l,o;':'::;:ge, and share
data. Even if government yosm sinacnling
demands handing your data iipesrisitosapimshdoin G s
over, user-based encryption

limits what can be shared. Public transparency report on
how many takedown notices they've received & how many
granted; history of resisting user-data government requests.

e 20GB storage is free; pay for more .

§umis Email: ProtonMail(proton.me/mail)
et gives 1 email account w/1GB storage for

free. Can pay for more storage, aliases,

VPN. 19




Considerations for
safely & privacy

Who could be harmed if your data is accessed, crawled,
ingested into a database, Al training set, or other tool?

« How might data that preserves work by or connects at-
risk groups (e.g. trans folks) be used to track, target
those groups if accessed by the wrong people?

e Even for data already theoretically findable online,
gathering may amplify it to more folks than were
previously aware of it, or make targeting folks easier.

It's important to archive these things! But think about

where/how you store them, who you share them with, and if
there are ways to reduce risk.

Personal safety options for when archiving:

e Usea VPN, if you can. Some free options may be great,
but some might be paid by their uses of your data or less
secure.

 Using dedicated logins for web archiving can prevent
your personal account from getting limited or even
banned and can help provide more anonymity

« If you work for a government-funded group (including
public universities!) don’t forget anyone
can make a FOIA request accessing
Slack chats, email, Zoom transcripts,
etc. that aren’t protected by a limited
set of student-privacy and HR rules.
Do non-work DIY web archiving firmly
outside work resources if you can.

20



Further\®
resources

1.Event slides: tinyurl.com/diy-web-archiving-11-2024
2.Tools:

a. Webrecorder. webrecorder.net

b.Mega.io storage: mega.io/storage

c.Protonmail: proton.me/mail
d.Cryptpad: cryptpad.digitalcourage.de

3.Tutorials
a.SUCHO'’s Tutorials wiki.sucho.org/en/tutorials
4.Example: SUCHO “Metadata template & data dictionary”
tinyurl.com/sucho-metadata-template

5.“Awesome Web Archiving.” github.com/iipc/awesome-

web-archiving

6.Dooley & Bowers “Descriptive Metadata for Web
Archiving: Recommendations” doi.org/10.25333/C3005C

7.End of Term Archive: eotarchive.org/contribute

8.1IPC. “Web Archiving.” netpreserve.org/web-archiving

9.Free zines on activist digital cultural heritage archiving,

safety, surveillance: zinebakery.com/subsets/activist-

digital 21
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